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Abstract—Manufacturers often buy and/or license communi-
cation ICs from third-party suppliers. These communication
ICs are then integrated into a complex computational system,
resulting in a wide range of potential hardware-software security
issues. This work proposes a compact supervisory circuit to
classify the Bluetooth profile operation of a Bluetooth System-
on-Chip (SoC) at low frequencies by monitoring the radio
frequency (RF) output power of the Bluetooth SoC. The idea is to
inexpensively manufacture an RF envelope detector to monitor
the RF output power and a profile classification algorithm on
a custom low-frequency integrated circuit in a low-cost legacy
technology. When the supervisory circuit observes unexpected
behavior, it can shut off power to the Bluetooth SoC. In this
preliminary work, we proto-type the supervisory circuit using
off-the-shelf components to collect a sufficient data set to train 11
different Machine Learning models. We extract smart descriptive
time-domain features from the envelope of the RF output signal.
Then, we train the machine learning models to classify three
different Bluetooth operation profiles: sensor, hands-free, and
headset. Our results demonstrate ∼100% classification accuracy
with low computational complexity.

Index Terms—Hardware Security, Supervisory Circuit, Blue-
tooth, Machine Learning, Security, RF Power, Classifier, Decision
Tree, Support Vector Machine, K-Nearest Neighbor.

I. INTRODUCTION

Smart systems are so complex and multi-functional that they
require the integration of many outsourced ICs from third-
party suppliers. The integration of outsourced ICs increases
the need to add a hardware security layer to ensure appropriate
operation. For instance, Apple’s smartphones have a dedicated
co-processor, Secure Enclave, to handle all cryptographic
operations and maintain the integrity of data for the entire
system [1].

One desirable characteristic of smart systems is wireless
communication, such as Bluetooth. Like any communication
protocol, Bluetooth has vulnerabilities. For Example, in 2017,
Armis [2] identified a new Bluetooth attack vector called
BlueBorne that can control a target device. BlueBorne targets
regular computers, smartphones, and even IoT devices. This
security attack happens without pairing to the targeted device
nor even while the Bluetooth SoC is in discovery mode. As the
Bluetooth SoC is the gateway for establishing connections and
controlling data flow, BlueBorne and other security breaches

Fig. 1. Concept diagram of supervisory circuit. Input and output power signals
are collected to train a machine learning model. Then, the model is used in
real-time to classify modes of operation.

could attack the Bluetooth SoC without the consent of the
controller chip. Therefore, monitoring a Bluetooth SoC at the
hardware level is fundamental to verify correct operation.

One way to verify the operation of a Bluetooth SoC is
to consider it as a black box which consumes and transmits
power. Thus, abnormal behavior can be detected by learning
the normal input/output (I/O) power signatures. A second way
is to parameterize aspects of the Bluetooth connection (e.g.,
profile type, the distance between paired devices, the number



of connected devices...) and compare the detected behavior to
the expected behavior based on the controller instructions. As
shown in Fig. 1, our approach is to perform offline training
of a Machine Learning model to classify the Bluetooth SoC
parameters by monitoring the power lines. Then, we embed
the pre-trained model into a real-time supervisory circuit to
verify the Bluetooth SoC operation. In other words, using the
power signatures of the Bluetooth parameters, we can classify
in real-time the Bluetooth protocol parameters at the physical
layer. Then, the supervisory circuit reports the classification
output to the software controller layer.

Supervisory circuits are frequently utilized for detecting
power failures but are not common for security purposes [3].
Recently, PFP Cybersecurity [4] has partnered with XILINX
to detect security breaches in XILINX’s devices using artificial
intelligence. However, their work is limited to self-monitoring,
not monitoring another IC, and intended for XILINX devices
only.

A. Background

A profile is a layer in the Bluetooth protocol stack that
defines the behavior of the device [5]. The Bluetooth protocol
includes profiles in order to specify the type of data transmitted
by the Bluetooth module. Bluetooth profiles include informa-
tion on other profiles’ dependencies and also recommended
user interface formats [5]. For connecting two devices, they
must both support the same profile. Bluetooth profiles that
must be included are determined according to the application
of the device [5]. There are a wide range of traditional profiles
which are a comprehensive group of services such as hands-
free, headset, and health device capabilities. For example, the
Heart Rate Profile combines the Heart Rate Service and the
Device Information Service [6]. The Bluetooth protocol allows
developers to build new profiles using Generic Attribute Profile
(GATT) [5]. GATT consists of different services which are a
compilation of properties and relations to other services [7].
The combination of GATT services shapes the device behavior
and defines the slave (GATT client) and master (GATT server)
roles [8].

B. Proposed Supervisory Circuit

The objective is to build a supervisory circuit to observe
unexpected operation of a complex, mixed-signal communi-
cation SoC. We design the supervisory circuit to function
at low frequency and low power, and to be inexpensive
computationally. This allows one to fabricate the supervisory
circuit in a low-cost process technology, or integrate soft
intellectual property into a more advanced SoC. The circuit
can intervene and shut down the communication SoC once
it detects a security abnormality. For this preliminary work
we chose the Bluetooth communication standard to prove our
concept; however, we anticipate that the proposed methods
will be useful for monitoring other communication protocols
and mixed-signals communication SoC.

We use the same architecture as described in our previous
work [9]. The supervisory circuit design is split into two

Fig. 2. Block diagram of supervisory circuit comprised of a DSP block
to implement the classification algorithm and two monitoring circuits: a
controlled LDO with current sensor and an envelope detector.

major blocks, as shown in Fig. 2. First, a power circuit
provides, controls, and monitors the SoC input power. The
circuit that provides and controls power consists of a controlled
low-dropout (LDO) voltage regulator. LDOs are commonly
used in portable smart systems since they employ small area,
have low noise, and provide fast response to line and load
transients. The LDO has a current sensor that replicates the
output current of the LDO. An RF coupler is used to split
the transmitted RF signal into a main path and a monitored
path. To lower the frequency of the RF signal, the monitored
path passes through the envelope detector. In order to be
able to sample the signal at frequencies much lower than the
2.4 GHz Bluetooth signal. Therefore, our supervisory circuit
can be totally implemented in low-speed technology. The
output signals of the the envelope detector and current sensor
are digitized. Details about the implementation of the input
and output power circuits are found in [10]. Second, a digital
signal processing (DSP) circuit, or soft IP, will be used to
extract the features from all relevant signals. At run-time, the
system extracts the necessary features to feed into the Machine
Learning (ML) models to determine what operation is running
on the Bluetooth IC.

In this paper, we demonstrate the results of the training
and testing of the profile classifier. In previous work, an
ML model that can classify the transmission state [9] of the
Bluetooth signal is implemented and tested using regenerated
signals [11] and in real-time [12]. In future work, we will
implement the profile classifier on an FPGA to analyze its
real-time performance.

C. Related Work

Outsourcing SoC fabrication to third party manufacturers
increases the possibility of an untrusted change to the circuitry,
i.e., a hardware Trojan, during production process. Hardware
Trojan detection techniques which are non-destructive, non-
invasive can be classified as either test-time or run-time [13].
These approaches rely on comparing test SoC parameters with



a golden SoC model, i.e., characteristics extracted from a
trusted Trojan-free SoC. Test-time approaches utilize logic
testing and/or side-channel analysis to inspect the SoC before
deploying it into a system. Test-time approaches are limited,
since attacks may only be triggered after deployment. Even
when combining logic testing and side-channel analysis [14],
test-time approaches still fail. On the other hand, run-time
hardware Trojan detection methods supervise the chip con-
tinuously through the additional monitoring circuitry. Bao et
al. [15] use changes in temperature sensor data to detect
hardware Trojans. Hasan et al. [16] utilize a formal verification
framework to build a run-time hardware Trojan detection unit
for digital SoCs. Unlike the aforementioned run-time hardware
Trojan detection techniques, we are not concerned only about
the security of digital circuits; rather, we propose a supervising
scheme to detect hardware attack vectors on a high-speed,
mixed-signal communication SoC.

On-chip classification of SoC behavior should not require
relatively high computational complexity. Nevertheless, fea-
tures of the voltage signal after a discrete Fourier transform
are used by Iwase et al. [17]. Other classifiers chose features
from multiple domains [18], [19] after converting the signal
using both wavelet and/or Fourier analysis. Additionally, sta-
tistical features from both time and frequency domains are
used in [20]. Still other researchers extract large numbers
of features from signals, then apply computationally-intensive
dimensionality reduction techniques [21], [22].

In this work, we are focused on achieving low compu-
tational complexity of the selected features and classifica-
tion algorithms. Since domain transformations require high
computational overhead, the selected features are exclusively
selected from the time domain and at a relatively low sampling
frequency. Indeed, we explored the frequency domain features
to certify that they are much more computational complex and
without any classification accuracy advantage. In this work, we
selected the same features which we were used in the trans-
mission state classifier [9]. Those features are computationally
smart and cheap, while achieving high classification accuracy
∼100%.

II. METHODOLOGY

Prior to fabricating a custom supervisory circuit IC, it was
prototyped using off-the-shelf components and an oscilloscope
in order to collect a data set adequate for training and testing
the classification algorithm. We placed small-valued series
resistors in series with supply pins to the CYW20706 [23]
Bluetooth SoC in order to monitor the supply current to the
transceiver block. In addition, the RF output of the Bluetooth
IC was passed through an RF splitter. One side of the splitter
went to an antenna for pairing with other Bluetooth devices,
while the other side was attached to an AN-2264 LMH2121
envelope detector [24]. This particular envelope detector has
an input bandwidth from 0.1 to 3 GHz which covers the Blue-
tooth frequency band. The envelope detection stage effectively
lowers the bandwidth of the RF signal. This experimental setup
is depicted in Fig. 3. A laptop controls the Bluetooth board

Fig. 3. Preliminary laboratory setup showing the laptop, Bluetooth evaluation
board, RF splitter, envelope detection evaluation board, and oscilloscope.

Fig. 4. Graphical user interface of Bluetooth board in the hand-free profile.

via USB. The oscilloscope samples and saves the envelope-
detected RF stream and input power signal.

The Bluetooth board is programmed to connect using two
commonly-used profiles, hands-free and headset, as well as a
third sensor profile customized using GATT services. While
each profile operates, different events are simulated, such
as dialing, hanging up, and streaming music. These events
are controlled using a graphical user interface (GUI) shown
in Fig. 4. In response to changes made in the GUI, commands
are sent from the host computer via USB to the Bluetooth
evaluation board. RF power signals are collected for each
profile in both the advertising and transmitting states. The
first profile to be recorded is hands-free: the RF output power
signal is recorded while executing events such as dialing,
answering, and hanging up. The next profile is headset: the
RF output power signal is captured while streaming music,
and performing other operations, such as rewind, scrub, and
volume control. The final profile is a customized sensor profile,
which simulates a simple embedded system connected through
Bluetooth; the system notifies the Bluetooth evaluation board
of an integer sensor reading that determines the number of
blinks of an on-board LED.



Fig. 5. The feature extraction process in each 640 ms window. The Peak,
or maximum, feature is extracted first. After 1-bit quantization, the Pulses
feature, which is the total number of 0-to-1 transitions, and the Area feature,
which is the total number of 1’s, are extracted.

A digitizing oscilloscope records the output of the RF
envelope-detector at the low sampling frequency of 50 kHz.
One processing window of 32,000 samples (corresponding
to 640 ms), with one sample advance is used to collect as
many RF power events as possible with limited training data.
We extracted three features in each window to train the ML
models. The maximum value in a given window is the first
feature, as the maximum signal value varies from one profile
to the next. We extract the other two features after thresholding
the envelope-detected stream into two binary levels. In other
words, the signal is 1-bit quantized prior to extracting the last
two features, where a value of 1 indicates the Bluetooth SoC is
transmitting and value 0 indicates no transmission. These last
two features are the sum or area, computed as the total number
of 1’s in each window, and the number of pulses, computed
as the total number of 0-to-1 transitions in each window. The
area feature correlates to the total transmission time in a given
window, whereas the pulses feature represents the density of
transmission events in each window.

TABLE I
OBSERVATION DISTRIBUTION OF THE DATA SET.

Profile Advertising State
Observations

Transceiving State
Observations

Total

Sensor 2, 823 2, 736 5, 559
Hands-free 2, 033 159, 211 161, 244
Headset 409 107, 469 107, 878
Total 5, 265 269, 416 274, 681

We constructed the data set from 274,681 unique windows,
or, in the parlance of ML, observations. MATLAB is used
in both the training and testing of the ML models [25]. In
Table I, the distribution of the observations across the three
profile types is shown. In early experiments, data was only
captured for the sensor profile. Based on the scatter plot of
sensor profile data, the two classes (advertising and transceiv-
ing) were linearly separable. As such, linear techniques were

TABLE II
MACHINE LEARNING MODEL COMPARISON IN TERMS OF ACCURACY,

PREDICTION SPEED, AS MEASURED IN OBSERVATIONS PER SECOND, AND
NECESSARY MEMORY RESOURCES TO IMPLEMENT THE MODEL IN

HARDWARE.

Algorithm Accuracy Prediction Speed
(Obs/sec)

Memory
Resources

Decision Tree 99.99% 2, 500, 000 Low
Linear Discriminant 99.20% 1, 800, 000 Medium
Quadratic Discriminant 99.20% 1, 700, 000 Medium
Linear SVM 98.60% 860, 000 High
KNN (K=1) 99.98% 460, 000 Very High
Cubic SVM 98.70% 400, 000 High
Quadratic SVM 99.70% 290, 000 High
Weighted KNN 99.98% 180, 000 Very High
Gaussian SVM 99.98% 71, 000 High
Cubic KNN 99.98% 49, 000 Very High
Cosine KNN 99.98% 560 Very High

sufficient. After the other two profiles were added (hands-free
and headset), linear methods were not enough to reach high
accuracy. Thus, quadratic, cosine and cubic based algorithms
were explored. However, in order to achieve high accuracy
and prediction speed, we eventually looked to multi-region
separation methods, such as KNN and decision tree.

The entire data set of 274,681 observations is fed to eleven
different ML models to classify the profile as either hands-free,
headset, or sensor. The selected ML models include decision
tree, K-Nearest Neighbor (KNN), support vector machine
(SVM), and quadratic discriminant analysis. The goal is to
compare the accuracy and prediction speed of each ML model.
For all classifiers, 5-fold cross-validation is used for testing the
models. Prediction speeds are measured on the same computer
using MATLAB.

III. RESULTS AND DISCUSSION

Table II summarizes the performance of the various ML
algorithms which are trained to classify the Bluetooth profile.
After training, we calculate the prediction speed, classification
accuracy, and necessary memory resources. The necessary
memory resources are described using one of four levels: Low,
Medium, High, and Very High. As can be seen, both linear
and quadratic discriminant techniques have high classification
accuracy and high prediction speed. However, these discrim-
inant analysis techniques require Medium memory resources
and still have slightly lower accuracy and prediction speed
than Decision Tree model, which requires the lowest memory
resources of every ML model in the table.

Most of the Support Vector Machine (SVM) models have
higher prediction speed than the K-Nearest Neighbors (KNN)
based models except KNN (K=1). In the KNN (K=1), the
model considers only the closest point in the data set to the
new observation. Therefore, KNN (K=1) has higher prediction
speed than the others KNN based approaches. KNN based
techniques requires Very High memory resources in order to
be implemented in hardware. Although SVM techniques need
lower memory resources than the KNN ones, SVM techniques
still require high memory resources. Decision Tree model



has the highest accuracy and highest prediction speed. Also,
Decision Tree model is the cheapest in terms of necessary
memory resources.

Finally, we note that the two linear ML algorithms (Linear
Discriminant and Linear SVM) have generally higher predic-
tion speed but lower accuracy than the other 9 non-linear
techniques. This result suggests that this classification problem
is not entirely linearly separable.

This initial proof-of-concept illustrates high classification
accuracy for Bluetooth profiles. We note, however, that the
current profile classifier is limited to only three profiles: sensor,
hands-free, and headset.

As the classifier is applied at the last point of the Bluetooth
physical layer, the proposed design of a supervisory circuit can
detect many security breaches in data transfer behavior. As
described earlier, the BlueBorne attack vector takes control of
Bluetooth-enabled devices without authorization from the con-
troller. The proposed profile classifier can detect an unexpected
change in the Bluetooth profile, and report it to the controller
of the target device. Thus, the target device discovers that there
is a connection at the physical layer without authentication at
the software layer. Then, the target device can shut down or
reset the Bluetooth chip through the controlled LDO.

IV. CONCLUSION

In this paper, we demonstrated the ability to monitor and
verify the operation of a Bluetooth SoC, thus preventing
unauthorized changes in the Bluetooth profile behavior. Low-
frequency measurements of the envelope of the RF output
power signal, sampled at 50 kHz, were used to train and test
the profile classifier. Moreover, three computationally-smart
features were selected in each window, enough to achieve very
high classification accuracy (∼100%). These three features,
as well as the decision tree algorithm itself, necessitate low
computational resources, which allow the DSP block of the
supervisory circuit to be implemented in a small footprint and
perform at low speeds with low power.
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