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Abstract—Wireless communication protocols are used in all
smart devices and systems. This work proposes an FPGA-
accelerated supervisory system that classifies the operation of a
communication system-on-chip (SoC). In this work, the selected
communication protocol is Bluetooth (BT). The input supply
current to the transceiver block of the SoC is monitored and
sampled at 50 kHz. We extract simple descriptive features from
the transceiver input power signal and use them to train a ma-
chine learning (ML) model to classify two different BT operation
modes. We implemented ADC sampling, feature extraction, and
a real-time decision tree classifier on an Intel MAX 10 FPGA.
The measured classification accuracy is 97.4%.

Index Terms—Hardware Security, Supervisory Circuit, Blue-
tooth, Machine Learning, Decision Tree Classifier, FPGA.

I. INTRODUCTION

Due to the ever-increasing complexity and specialized func-
tionality of modern systems, most manufacturers get their
communications chips from third-party suppliers. The integra-
tion of many outsourced ICs, coupled with the prevalence of
security attacks, creates the need to add a hardware security
layer to ensure secure operation. For example, in Apple’s
smartphones, there is a dedicated co-processor, Secure En-
clave, to handle all cryptographic operations and protect the
integrity of data for the entire system [1].

Fig. 1 shows the proposed scheme to monitor a BT system-
on-chip (SoC). The BT chip is treated as a black box which
consumes and transmits power. We detect unexpected behav-
ior by learning normal input/output power signatures. Our
approach is to parameterize aspects of the BT connection,
e.g., profile type, distance between paired devices, number of
connected devices..., and compare the detected behavior to the
expected behavior based on a controller chip’s instructions.

Real-time hardware monitoring of all outsourced ICs pro-
vides a credible means of hardware and software security. This
work presents supervisory circuits using an FPGA decision
tree classifier to perform low-power, low-frequency monitoring
of a commercially-available high-speed communication SoC.

The particular communication platform selected for this
research is Bluetooth (BT). BT is the most common choice
for wireless communication in compact devices such as smart
watches, headsets, fitness trackers, and smartphones. In ad-
dition, through its extensive use in Internet-of-Things (IoT)

Fig. 1: Concept of supervisory scheme: (1) collect input and
output power signals and (2) verify expected operation in real-
time using a machine learning model.

devices, BT has developed over the past 20 years to provide
low energy consumption and high transfer rates which fit
perfectly for area- and power-constrained devices [2].

A. Background

1) Decision Trees: Decision tree is a supervised learning
technique in which training samples guide decisions in a tree
structure. There are two main types of nodes: (1) decision
nodes, in which a feature subdivides the sample space and
directs the classifier to a subsequent node, and (2) leaf
nodes, which contain the classification outputs, such that no
further splitting occurs. While training, a decision condition
is formulated, in which the targeted feature is compared to a



decision coefficient. The result of the comparison splits the
sample space into two homogeneous subsets. The decision
nodes represent the decision rules, whereas the leaf nodes
provide the classification result. We use the standard CART [3]
implemented by the MATLAB Classification Learner tool to
develop our decision tree models.

2) Transmitting States: A Bluetooth device can broadcast
data to all nearby devices, or it can establish a secure connec-
tion to other devices. First, the advertising process takes place
in which the slave device is set to discovery mode in order to
be noticed by the master device. During this process, in each
specific advertising interval, the slave re-transmits advertising
packets. At the application layer, the master device chooses
the desired device to which to connect. Once the connection
is established, the Generic Attribute Profile describes the
transfer of data between devices in a handshaking process.
We can categorize the transmitting states into two main states:
advertising state, before establishing the connection, and trans-
receiving state, after the connection is established.

B. Related Work

Real-time supervisory circuits for a BT SoC is a novel
physical-layer security scheme. Supervisory circuits are com-
monly used for power failure detection [4]. They are also
utilized to monitor microprocessor peripheral devices [5]. In
addition, supervisory circuits are intensively used in battery-
powered devices [6], [7], especially in the medical field [8].

Researchers are exploiting Machine Learning (ML) tech-
niques for security purposes. For example, deep learning meth-
ods are used to assess alarms in physical security systems [9].
Also, cloud file-sharing attacks are detected using unsuper-
vised ML models in [10]. Moreover, in [11], supervised ML
algorithms are utilized for real-time hardware Trojan detection.

In this work, we propose an FPGA-accelerated decision tree
supervisory circuit to verify correct BT operation in real-time.
As such, both hardware and software attacks can be detected.

FPGA and/or ASIC implementations of decision trees are
highly efficient and have fast classification times. There exist
general-purpose decision tree architectures based on the se-
quence of universal nodes [12]. However, application-specific
decision tree implementations are more power- and area-
efficient [13], [14]. As such, our decision tree implementation
is customized to make it more compact.

II. PROPOSED SUPERVISORY CIRCUIT

Fig. 2 depicts the block diagram of the proposed real-time
supervisory system. The BT SoC, the Cypress Semiconductor
CYW20706 [15], receives input power to the transceiver
(TxRx) block via pin VDD,TXRX . This power is provided
by an output-current-monitoring linear regulator. The linear
regulator makes a replica of the current delivered to the
BT SoC at pin VIMON of the regulator. Additionally, the
RF output of the BT SoC is split into two paths through a
directional coupler. The main path is bi-directional and goes
to the antenna for sending and receiving data. A secondary
path, at the pin labeled “-10 dB” is directional, creating
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Fig. 2: Block diagram of proposed supervisory system.

a linearly scaled version of the BT SoC RF transmissions.
That secondary path passes through an RF envelope detector,
creating the low-frequency signal VENV .

Referring to Fig. 2, both the input current to and the RF
output of the Bluetooth SoC are digitized using a two-channel
analog-to-digital converter (ADC). These samples are input
to a decision tree classifier implemented on an FPGA, which
estimates the operation of the Bluetooth SoC. If the operation
is unexpected, the controller can remove power to the BT SoC
via the enable pin (EN) of the linear regulator.

The goal is to implement the supervisory circuit in low-cost
technologies, at low power and at low frequencies, such that
it requires little additional system cost. In prior work [16], we
report on the design, implementation and testing of the two
SoC monitoring circuits: the linear regulator with output cur-
rent monitoring and the RF envelope detector. These circuits
were realized in an inexpensive 0.6-µm technology.

The linear regulator in [16] utilized a flipped-voltage fol-
lower output stage to create a low output impedance [17], [18].
It required a relatively large 33 nF output capacitance, which
makes the output pole dominant, and gives it superior transient
performance. The linear regulator generated an output voltage
of 3.3 VDC using USB input power in the range of 4.4–
5.25 VDC. The measured quiescent current of the regulator
was 1.83 mA; the load current range was from 1 mA to
120 mA. We reported both low-frequency and high-frequency
changes in load current which effectively demonstrated the
linearity of the scaled output current as signal VIMON .

A CMOS envelope detector exploits the non-linear behavior
of the CMOS transistor voltage-to-current characteristic [19],
[20]. When biased above their threshold voltage, CMOS
devices follow the square law. The major purpose of the
envelope detector is to take the high-frequency BT signal at
2.45 GHz and reduce the frequency to something that can be
easily sampled in a low-cost CMOS process. Indeed, devices
in a 0.6-µm process, which have a useful frequency range



Fig. 3: Time-domain feature extraction process in each win-
dow. The Peak feature is extracted irst. After 1-bit quantiza-
tion, the Pulses and Area features are extracted.

well below 1 GHz, are able to respond to the envelope of
RF signals well above 1 GHz. The envelope detector reported
in [16] operated from a supply of 3.3 VDC and at a quiescent
current of 2.65 mA. Measurements of envelope signals up to
10 MHz were reported for RF signals in the range of 1–6 GHz.

The decision tree classifier in Fig. 2 is designed to attain
high accuracy at low computational cost. In the work of [21],
a total of 11 different ML models were explored in simulation
using MATLAB. The decision tree classifier attained the
highest accuracy, at 99.99%. Among the ML models with
accuracy higher than 95%, it was also the fastest to compute.
As such, decision tree is the classifier of choice for low-cost
implementation in an FPGA for real-time classification.

For both training and testing in [21], we use a process
window of 640 ms at a 50 kHz sampling rate. Thus, each
window consists of 32,000 samples. During training, we use a
single sample advance, so as to have as many observations as
possible. But during testing, in order to reduce computational
cost, we use half-window advance. Thus, every 320 ms,
corresponding to one half-window, features are re-computed
and sent to the ML model to classify the BT operation.

Fig. 3 shows the three computationally-easy features which
extracted from the power signal. The first feature is the “Peak”
feature; it is the maximum value within the 640 ms window.
The input signal is then quantized to 1-bit. The “Pulses”
feature is the number of 0-to-1 transitions in the window. And
the feature “Area” feature is the total number of 1’s.

As a step towards implementing the decision tree classifier
in low-cost, low-frequency hardware, in [22], we implemented
the decision tree classifier and feature extraction using a
Terasic DE-10 Lite board [23], which hosts the Intel MAX 10
FPGA [24]. For both feature extraction and classification, we
reported 100% matching between the FPGA implementation
and the corresponding MATLAB code. The MAX 10 FPGA
has an on-die ADC. In experiments that included 50 kHz
sampling using the on-die ADC, errors in the FPGA-sampled
values degraded the match slightly to 99.26% [22].

Fig. 4: Block diagram of experimental setup using the MAX 10
FPGA with on-die ADC.

In the remaining sections, we detail a novel experimental
setup for real-time classification of BT operation, describe the
implementation of the decision circuit in the MAX 10 FPGA,
and provide measurement results. A conclusion follows.

III. EXPERIMENTAL SETUP

The major components in this experiment are: a Blue-
tooth SoC, an FPGA, and a signal conditioning circuit.
The Cypress CYW20706 Bluetooth SoC [15] is part of
the CYW920706WCDEVAL evaluation kit [25]. The Terasic
DE10-Lite board [23] is programmed to implement the ML
algorithm and also supports on-die analog-to-digital conver-
sion. Lastly, a custom signal conditioning circuit interface is
designed to improve the utilization of the ADC input range.
Fig. 4 shows the interconnections between these components.

Referring to Fig. 4, current to the Bluetooth SoC transceiver
(TxRx) block is measured for three different profiles. The state
is varied over a 200 sec time interval. The current to the TxRx
block is conditioned and then input to the on-die ADC of the
MAX 10 FPGA. The FPGA analog input signal and the output
of the FPGA classifier for each window are collected using an
oscilloscope sampling at 50 kHz.

To determine the current to the Bluetooth SoC transceiver
block, a 10-Ω shunt was placed on jumper J10 of the Cypress
CYW920706WCDEVAL board [25]. This shunt voltage was
input to a signal conditioning circuit, shown in Fig. 5. To
utilize the full 0 to 5 V range of the MAX 10 on-die ADC,
the signal conditioning circuit was adjusted to 12.5 V/V gain
and 1.23 V offset. These values ares based on the minimum
value and range of the pre-collected training data.

The analog input signal, classifications, and half-window
clock were collected for 200 sec, or 625 half-windows, for
each profile, where one half-window corresponds to 320 ms.

IV. DECISION-MAKING CIRCUIT IMPLEMENTATION

The MAX 10 FPGA on the DE10-Lite board was pro-
grammed using the Intel Quartus Prime software suite. First,
the FPGA’s on-die ADC was configured to sample at 50 kS/s.
Then, the feature extraction and classifier blocks were de-
scribed in Verilog, synthesized with Quartus Prime, and pro-
grammed through the on-board USB Blaster.
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Fig. 5: Schematic of the signal conditioning circuit.

Fig. 6: Laboratory setup showing the Cypress Bluetooth eval-
uation board interfaced to the DE10-Lite board.

The on-die 12-bit ADC block is hard IP of Intel, but
configured via soft IP. The Quartus Prime software suite makes
possible the configuration of the ADC block [26]. The ADC
module, phase-locked-loop (PLL) for clock division, JTAG
interface, and reset controller are interconnected to reduce the
sampling frequency of the ADC from the default of 1 MHz
to 50 kHz. This process is described in detail at [27].

Inside the FPGA, the ”Peak”, or maximum, feature is
computed using a comparator and register. Next, the 12-bit
ADC value is 1-bit quantized with a threshold-comparator.
The ”Area” feature is computed as the number of 1’s using a
counter. The ”Pulses” feature is computed as the number of
0-1 transitions with logic and a counter. Each feature register
is reset at the end of each classification window.

The inputs to the decision tree classifier are the half-window
clock and the three features: Peak, Pulses, and Area. The
output of the classifier is a binary signal for the two classes.
The decision tree is implemented in Verilog as nested if-
statements, where each comparison checks if one feature is
less than some particular value learned during training. The

TABLE I: Real-time classification accuracy

Advertising Transreceiving Overall
Profile Accuracy N Accuracy N Accuracy N
Handsfree 100.0% 275 96.8% 348 98.2% 623
Headset 98.1% 315 90.3% 308 94.2% 623
Sensor 100.0% 294 99.7% 329 99.8% 623
Overall 99.3% 884 95.7% 985 97.4% 1869

full schematic of the classifier is shown in Fig. 7. The output
is latched at the end of each half-window, or every 320 ms.

V. RESULTS AND DISCUSSION

Table I shows the real-time classification accuracy for three
different profiles. The overall accuracy of the classifier is
97.4% over 1,869 total tested windows. The sensor profile
has the highest accuracy at 99.8%. The other two profile state
classifiers have an accuracy that exceeds 94%. The advertising
class accuracy is higher than that of the transreceiving class in
each profile. In the headset profile result, 98.1% of advertising
windows are correctly classified. In the other two profiles,
classification accuracy of the advertising class is 100%.

The average classification accuracy is 97.4%. The classifier
thus provides a reliable estimate of the state of the BT SoC
in real-time. As such, this physical-layer verification system
can be effectively used to detect both hardware and software
attacks. For example, the BlueBorne Attack [28] takes control
of the host BT SoC without detection by the software layer.
The proposed real-time state classifier detects changes in the
transmission state. It can thus report an attack to the software
layer, which disable the compromised BT SoC.

Misclassified windows occurred when the Area and Pulse
features of those classes are alike. In general, we found that
the Peak feature values in testing are lower than those used
in training. This change in the absolute value of the Peak
feature can be attributed to a change in the experimental setup
between training and testing. In particular, during training, an
RF splitter was placed at the Bluetooth RF output, cutting the
output power by 4 dB. Since Bluetooth adapts the power of
transmission based on feedback from the received device, it is
likely that, during testing, the Bluetooth RF output power was
lower, since the splitter was absent. As such, it is likely that
the current to the transceiver block, measured by the on-die
ADC, was similarly reduced during testing.

Misclassification was also seen when the data transmission
rate in the transreceiving state is low. In this case, a transre-
ceiving window looks similar to advertising. One solution to
this problem would be to add a third class, called stand-by
mode, to denote low data-rate transreceiving windows.

The MAX 10 FPGA has 49,760 logic elements and 1,678
kbits of memory available [24]. Table II summarizes the
resources used, where on-die sampling includes configuration
of the ADC, PLL, and controller. The table indicates feature
extraction and classification can be accomplished with only
0.4% of the the available logic elements and no memory.



Fig. 7: Schematic of the decision tree classifier. Output class is the state classification.

TABLE II: MAX 10 FPGA Resource Usage

FPGA Configuration
Feature extraction With on-die

Resource & classifier only ADC
Logic Elements (LEs) 187 1,269
% LEs used 0.4% 2.6%
Registers 113 997
Memory 0 kbits 63 kbits
% Memory used 0.0% 3.8%

VI. CONCLUSION

We verified the decision-making implementation of the
proposed supervisory circuit on a MAX 10 FPGA. The super-
visory circuit is tested in real-time using real Bluetooth signals.
The measured overall classification accuracy was 97.4%.

In summary, this high classification accuracy of the FPGA
implementation enables devices using BT to keep track of what
happens at the physical layer in real-time. Consequently, our
supervisory circuit can monitor the activity of the BT chip
by comparing the classifier’s output with the corresponding
information at the software layer.
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