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Abstract—Towards the goal of enhanced hardware security,
this work proposes compact supervisory circuits to perform
low-frequency monitoring of a communication SoC. The com-
munication RF output is monitored through an integrated RF
envelope detector. The input supply to the transceiver block of
the SoC is delivered by an integrated linear voltage regulator
with output current monitoring. These two supervisory circuits
are inexpensively fabricated in 0.6-µm technology. The useful
bandwidth of the envelope detector is measured as 1–6 GHz at
a supply of 3.3 VDC and quiescent current of 2.65 mA. The
linear regulator generates 3.3 VDC using an input of 5 VDC,
quiescent current of 1.83 mA, and load current from 1–120 mA.
Static and transient load current tests demonstrate linear output
current monitoring.

Index Terms—hardware security, linear regulator, envelope
detector, output current monitor, hardware monitor.

I. INTRODUCTION

Due to the proliferation of outsourced ICs in most portable
electronic devices, there is a need for a security layer to protect
the trusted core processing. For example, Secure Enclave,
the dedicated co-processor in Apple smartphones, handles
all cryptographic operations to protect data for the entire
system [1]. Less trusted outsourced ICs are not given access
to unencrypted data, for example.

Real-time hardware monitoring of all outsourced ICs pro-
vides another means of hardware security. This work presents
two compact supervisory circuits to perform low-frequency
monitoring of a commercially-available high-speed communi-
cation System-On-Chip (SoC).

The particular communication platform selected for this re-
search is Bluetooth. Bluetooth is considered the most common
choice for wireless communication in compact devices such
as smartwatches, headsets, fitness trackers, and smartphones.
In addition, through its extensive use in Internet-of-Things
(IoT) devices, Bluetooth has developed over the past 20 years
to provide low energy consumption and high transfer rates
which fit perfectly for area- and power-limited devices [2].
Due to the complexity of the integrated smart devices that use
the Bluetooth communication protocol, most manufacturers
outsource these chips to third-party suppliers.

Bluetooth, as any communication protocol, has vulnerabili-
ties. Armis identified and has provided information on a recent
Bluetooth attack vector, named BlueBorne [3]. BlueBorne
could grant hackers control of infected devices. This security
breach occurs without pairing to the targeted device and even

Fig. 1: Block diagram of communication SoC monitoring system comprised of a digital
signal processing (DSP) controller, analog-to-digital converters (ADCs) and the two
proposed supervisory circuits: an output-current-monitoring linear voltage regulator and
an envelope detector.

while the Bluetooth IC is not in discovery mode. As the
Bluetooth chip is responsible for establishing the connection
and controlling data flow, BlueBorne could lead to information
leaks or data corruption. Therefore, monitoring a Bluetooth IC
at the hardware level to verify intended operation is vital.

Towards the goal of enhanced hardware security, this
work proposes compact supervisory circuits to perform low-
frequency monitoring of a commercially-available high-speed
communication SoC. Referring to Fig. 1, the 2.4 GHz Blue-
tooth RF output is monitored through an external RF coupler
and an integrated RF RMS envelope detector circuit, such that
signal VENV measures the instantaneous RF output power. In
addition, the input supply voltage to the transceiver block of
the SoC is delivered by an integrated linear voltage regulator
that has an extra current monitoring output. Thus, signal
I(VDD) measures the instantaneous RF input power.

In the block diagram of Fig. 1, the outputs of the current
sensor and envelope detector are digitized using analog-to-
digital converters (ADCs). Finally, a digital signal processing
(DSP) control circuit is needed to extract features in order to
classify the Bluetooth SoC operation. If the classified operation



is not as expected, the DSP controller is able to shut off power
to the Bluetooth SoC via the enable pin on the linear regulator.

The designed supervisory circuits operate at low frequency
and low power. As such, they are inexpensively fabricated
in a legacy 0.6-µm technology that, for the purposes of this
research, is assumed to be trusted. In this preliminary work,
the aim is the “push the envelope” of the legacy technology to
find its maximum monitoring bandwidth, with little regard to
power consumption. Future work will spend time optimizing
the power/bandwidth trade-off.

In a companion paper, we present a hardware-friendly
classifier to eventually fill the role of “DSP Controller” in
Fig. 1 [4]. This classifier computes time-domain features
which are fed into a machine-learning algorithm to classify
a range of Bluetooth events and profiles.

The organization of this paper is as follows: Section II
describes the design and operation of the envelope detector
and linear regulator with output supply current monitoring.
Section III contains the hardware implementation and mea-
surement results. Discussion and conclusions follow.

II. SUPERVISORY CIRCUIT DESIGN

The aim of this embodiment of the supervisory circuit is
to enable real-time monitoring of the CYW20706 Bluetooth
SoC [5]. In particular, the supervisory circuit will monitor the
supply current of the transceiver block of the Bluetooth SoC
and the RF output signal. The CYW20706 Bluetooth SoC
actually has three voltage input supplies: a 3.3-Volt supply that
is regulated down to 2.5 V internally for the RF transceiver,
a 1.2-Volt supply for the digital core, and a second 3.3-Volt
supply for the digital I/O.

The supervisory circuit is designed in a legacy 0.6-µm
process. 0.6-µm technology was introduced circa 1990 when
microprocessor clock speeds were around 100 MHz. As such,
it is a process that is incapable of generating and directly
measuring 2.4 GHz Bluetooth signals.

A. Envelope Detector

The 2.4 GHz RF output signal is monitored through an
envelope detector, which follows the envelope of the high-
frequency RF signal. This envelope is designed for a maximum
detection frequency of 50 MHz. The envelope detector is
powered from an external 3.3-Volt supply. The 0.6-µm devices
are too slow to detect the RF signal directly; however, they
respond in a non-linear fashion to an RF signal. Exploiting
this non-linearity, the envelope signal can be extracted.

Recently, [6] reports on a fully-integrated envelope detector
in a legacy 0.18 µm CMOS process. In their work, the input
is a 1.9 GHz RF signal. The output is an envelope with a
bandwidth of 110 MHz. In [7], the authors propose a highly
linear envelope detector as part of a larger system for an
envelope-tracking power supply modulator. The proposed en-
velope detector has three stages: a voltage-to-current converter,
a half-wave rectifier, and an integrator and output buffer. It is
tested with a 1.95-GHz RF input signal that has a 5-MHz
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Fig. 2: Schematic of envelope detector. Unit-sized device are 10/0.6 µm/µm.

sinusoidal envelope and achieves high linearity. This circuit is
also implemented in a 0.18 µm process.

Fig. 2 is the schematic of the envelope detector used in
the supervisory circuit. It combines features from the circuits
found in [6], [7]. Transistors M1−4 and M8 constitute a half-
wave rectifier with input VRF , which is coupled to an RF
source via a 10 pF series capacitor (not shown). Devices M9,
C1, and R1 create a lossy integrator, which helps smooth the
ripple on the RF envelope. Resistor R1, capacitor C1 and
the large parasitic capacitance at the gate of M10 determine
the time constant of the detected envelope. Transistor M10 is
configured as a source follower, designed to drive an external
load resistor RL of 1 kΩ and load capacitor CL of 10 pF (not
shown). IB is set to 14 µA, whereas ICTRL is variable and
used to adjust the DC level of the output voltage, VENV .

B. Supply Current Monitoring Linear Regulator

A linear voltage regulator is designed to supply current to
the transceiver block of the CYW20706 Bluetooth SoC. The
linear regulator is designed to deliver a maximum 120 mA
of load current, operating from USB power, that is, from
4.4 V to 5.25 V. The goal of the linear regulator in the
supervisory circuit is to not only supply power, but to monitor,
or instantaneously measure, the amount of current supplied.
Thus, the regulator has two outputs: the output voltage, and a
second output, which is a scaled replica of the output current.

The chosen architecture of the linear regulator employs
a flipped-voltage follower (FVF), as found in [8], [9]. FVF
LDOs have wide bandwidth and excellent transient response
compared to conventional fully-integrated LDO architectures.
The FVF LDO achieves this high bandwidth by placing the
dominant pole at the output node, rather than an internal node.
In simulations, the LDO achieved 49◦ phase margin at a unity-
gain frequency of 7.7 MHz.

1) Regulator Bias Circuit: The bias circuit of the linear
regulator on the left side of Fig. 3. Given external input current
IBP , the bias circuit generates bias voltages VBN , VCN and
VBP . The bias circuit employs a wide swing cascode current
mirror technique. The length of transistor M10 is six times the
length of other transistors in the bias circuit in order to push
transistors M9 and M11 into the saturation region and increase
the output resistance of the current mirrors.
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Fig. 3: Schematic of linear regulator showing: bias circuit, buffer amplifier, FVF output stage, and output current monitor.

2) Buffer Amplifier: The buffer amplifier circuit is as la-
beled in Fig. 3. The buffer amplifier is a two-stage CMOS
opamp. The buffer amplifier generates signal VSET at pre-
cisely one VSG below input VREF via transistor M21. R1 and
C1 are the compensation resistor and capacitor, respectively.

3) FVF Output Stage: The low output impedance of the
FVF output stage provides high unity-gain frequency which
enables fast response at node VOUT whenever IL suddenly
changes. As shown in Fig. 3, the input of the FVF output
stage is VSET , which is made one VSG below VREF by the
buffer amplifier. On the other hand, VOUT is one VSG above
VSET via transistor M26, so that VOUT ≈ VREF . DC offset
in VOUT is determined by the mismatch in the buffer amplifier,
as well as mismatch between transistors M21 and M26. This
offset can be compensated after fabrication by adjusting VREF .

A very fast regulating feedback loop is created by the
class-AB FVF using transistors M25−27 and very large output
transistor MPASS . Consider the case when load current IL
suddenly increases. This causes VOUT to decrease which in
turn decreases VFLIP through common-gate amplifier M26. A
similar decrease is seen at node VGP through common-drain
amplifier M25. The decrease in VGP helps to restore VOUT to
its desired value through common-source amplifier MPASS .

4) Output Current Monitor: The output current monitoring
circuit is on the right side of Fig. 3. The regulator output
current through MPASS is scaled by a ratio of 1400:1 through
transistor M30. Transistor M31 enhances the linearity of the
replica current, which is mirrored and amplified as off-chip
signal IMON .

III. SUPERVISORY CIRCUIT IMPLEMENTATION

The supervisory circuit is fabricated in the On-Semi 0.6-µm
process. The chip layout and micrograph are shown in Fig. 4.
The total die area is 2 mm x 2 mm. The layout consists of the
120-mA regulator in the upper-left corner, an as-yet-untested
60 mA regulator in the lower-left corner, and two envelope
detectors along the right side of the IC.

A. Envelope Detector

The envelope detector is powered from a 3.3 V supply.
With no RF signal applied it is measured to have an internal
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Fig. 4: 2x2 mm2 supervisory circuit IC: (a) layout and (b) micrograph.

Fig. 5: Measured output voltage of the envelope detector in response to a sinusoidal RF
input swept from 100 MHz to 6 GHz.

quiescent ground current of 2.65 mA. An external current of
approximately 1.6 mA drives the 1 kΩ load resistor. An RF
signal generator was used to perform a frequency sweep from
100 MHz to 6 GHz, as shown in Fig. 5. The DC output voltage
of the envelope detector is measured using a DMM.

In Fig. 5 the sweep is done for three input power levels. At
the highest input power level (10 dBm), we see evidence of
saturation. Frequency 2.4 GHz is marked with a vertical line,
as it is relevant for the Bluetooth SoC. The approximate usable
bandwidth of the integrated envelope detector is measured as
1 GHz to 6 GHz, where 6 GHz is the upper limit of the signal
generator. The non-uniform response of the envelope detector
in the 1–6 GHz range can be attributed to RF reflectance
properties of the IC package and PCB trace, which were not
adequately modeled in this initial design. A post-fabrication
simulation (not shown) indicates non-uniform behavior of the



Fig. 6: Measured transient response of envelope detector output voltage. The RF input
is a 2.4 GHz Bluetooth signal.

Fig. 7: Measured regulator output monitoring current in response to slow ramp on the
output load current from 1 mA to 120 mA.

S11 parameter at these frequencies.
A transient measurement of the envelope detector was per-

formed with an actual Bluetooth signal at 2.4 GHz. As shown
in Fig. 6, the envelope output measures the instantaneous
power of the RF input, as desired.

B. Supply-Current Monitoring Linear Regulator

The linear regulator is powered with a nominal USB input
voltage of 5.0 VDC. For stability, the regulator requires an
external capacitive load of 33 nF. The input bias current is
measured as 7.8 µA. The internal quiescent ground current
is measured to be 1.83 mA at a minimum load current of
1 mA. This value does not include the external output monitor
current, which is approximately 100× smaller than ILOAD.

A slow triangle waveform was performed with ILOAD
varying from 1 mA to 120 mA, as depicted in Fig. 7. Note the
linearity of the supply current monitoring output compared to
the measured output.

A load transient measurement was performed with ILOAD
varying from 1 mA to 120 mA with rise and fall times of
approximately 14 ns, as shown in Fig. 8. The load transient
response ∆V is measured as 125 mV. The steady-state change
in output voltage ∆VSS is 69 mV. The large steady-state output
voltage change is due to the relatively low gain of the FVF
output stage.

The output monitoring current is seen in the top trace of
Fig. 8. The settling times of the output monitoring current are
consistent with the settling times of the output voltage.

IV. DISCUSSION AND CONCLUSION

We have demonstrated a supervisory circuit that contains a
linear regulator with output current monitoring and an enve-
lope detector on a single chip. The purpose of the supervisory

Fig. 8: Measured regulator load transient response with load varied from 1 mA to 120 mA.
The top trace shows the measured load current and external monitoring current. The
bottom trace shows the output voltage.

circuit is to enable real-time monitoring of a communication
SoC input supply and RF output power. In that way, the
SoC’s operation can be verified at the hardware level, adding
a new layer of hardware security for outsourced or otherwise
untrusted IC’s.

ACKNOWLEDGMENT

This work was supported by the Laboratory Directed Research and
Development program at Sandia National Laboratories and conducted
by NMSU under contract #GR0005652. Sandia National Laboratories
is a multi-mission laboratory managed and operated by National
Technology and Engineering Solutions of Sandia, LLC, a wholly
owned subsidiary of Honeywell International, Inc., for the U.S. De-
partment of Energy’s National Nuclear Security Administration under
contract DE-NA0003525. This paper describes objective technical
results and analysis. Any subjective views or opinions that might be
expressed in the paper do not necessarily represent the views of the
U.S. Department of Energy or the United States Government.

REFERENCES

[1] Apple Inc., iOS Security, iOS 12.1, Nov 2018. [Online]. Available:
https://www.apple.com/business/docs/iOS Security Guide.pdf

[2] K. Chang, “Bluetooth: a viable solution for iot? [industry perspectives],”
IEEE Wireless Communications, vol. 21, no. 6, pp. 6–7, Dec 2014.

[3] Armis Inc., The Attack Vector BlueBorne Exposes Almost Every
Connected Device, 2019. [Online]. Available: https://www.armis.com/
blueborne/

[4] A. Elkanishy, A.-H. A. Badawy, P. M. Furth, L. E. Boucheron, and C. P.
Michael, “Supervising communication SoC for secure operation using
machine learning,” 2019 IEEE 62nd International Midwest Symposium
on Circuits and Systems (MWSCAS), 2019.

[5] Cypress Semiconductor Corp., CYW20706 Bluetooth SoC for Embedded
Wireless Devices, 2017. [Online]. Available: http://www.cypress.com/
file/306441/download

[6] D. Berthiaume, S. Sharma, and N. G. Constantin, “Low current, 100MHz
bandwidth envelope detector for CMOS RFIC PAs,” 2016 IEEE Canadian
Conference on Electrical and Computer Engineering (CCECE), pp. 1–4,
2016.

[7] Y. Xiong, C. Zhao, and K. Kang, “A highly-applicable supply modulator
with a highly-linear envelope detector for WCDMA envelope-tracking
applications,” 2016 IEEE MTT-S International Microwave Workshop
Series on Advanced Materials and Processes for RF and THz Applications
(IMWS-AMP), pp. 1–4, 2016.

[8] Y. Lu, Y. Wang, Q. Pan, W.-H. Ki, and C. P. Yue, “A fully-integrated
low-dropout regulator with full-spectrum power supply rejection,” IEEE
Transactions on Circuits and Systems I: Regular Papers, vol. 62, pp.
707–716, 2015.

[9] M. Manda, S. H. Pakala, and P. M. Furth, “A multi-loop low-dropout
FVF voltage regulator with enhanced load regulation,” 2017 IEEE 60th
International Midwest Symposium on Circuits and Systems (MWSCAS),
pp. 9–12, 2017.


